
This plan helps us meet our 
objectives and address uncertainty 
and risk along the way.

VOLUNTARY BOUNDARY

MANDATORY BOUNDARY

?

How Do I Assess Risk?
GRC Illustrated

3 Assess Risks & De�ne
Management Actions

4 Prioritize Risks & 
Allocate Resources

• Objectives
• Business Model
• Budget & Resources
• Risk Appetite
• Performance Metrics
• Tolerances

To succeed and win in the 
marketplace, our organization 
must achieve these objectives.

Here is our business model 
and operating plan to 
achieve these objectives.
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What is the likelihood that 
this risk will materialize?
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STAKEHOLDERS

Other boundaries are voluntary 
and include our values, internal 
policies and agreements.

INTERNAL 
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LAWS, RULES & REGULATIONS
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CONDUCT
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What is the 
potential 
impact on our 
organization?IDENTIFICATION
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This plan is consistent with 
our objectives, values, and 
appetite for risk.

We have the right 
resources focused on the 
things that matter most.

If a risk is not 
well-managed, we 
need to take action!

Even if the risk is 
well-managed, we still 
need to make sure that 
we monitor it.

In�uence Objectives

Keep your risk 
under control!

RATING AGENCIES

Reliability

Quality

Performance

CUSTOMERS

Don’t break the law!

GOVERNMENT

PLEASE be a bad actor 
... And give me the 
juicy details to put on 
the front page

MEDIA

Don’t be a bad 
corporate citizen!

COMMUNITY & NGOs

And what are our 
boundaries of conduct?

Some of those obstacles 
and uncertain events may 
present opportunities.

If we effectively manage a 
risk we may achieve a 
competitive advantage.

Based on our objectives, 
how do I identify the risks 
and opportunities that 
have the greatest potential 
impact on our business?

• Given our objectives, business model and operating plan, 
what can get in our way? What can put our value drivers 
at risk?  What risks are our peers facing?

• What laws, rules and regulations apply to us?

• What other promises have we made to the community? 
To our employees? To our customers? To our partners?

• What promises have we made to the market? What is 
our brand?

• What can happen? When and where? How and why?

These are the first few steps of a 
solid risk management program. 
See future illustrations that will 
expand upon what should be a 
recurring and ongoing process:

• Who are our stakeholders?

• What do they expect from us?

• What will our organization accomplish? 

• What are the drivers of value?

• What is our existing business model and operating plan?

• How will we measure success? What are our metrics?

• What targets are we trying to hit?

• What is our appetite for risk?

• What is the likelihood that a risk will materialize? What is the inherent hazard? What is 
our vulnerability?

• What impact will it have on the organization? Financial? Reputational? Interruption of 
business operations? Negative affect on employee morale?

• If the risk is well-managed, we still need to MONITOR the risk if it is important. If not, 
we need to either ACCEPT the risk or IMPROVE the situation and reduce, avoid or 
share the risk.

• In some cases the risk may be over-managed, in which case we can OPTIMIZE the way 
that we address the risk - perhaps reallocating some of the capital assigned to the 
over-managed risk.

• Which risks and opportunities 
matter most?

• Where should we focus our 
resources?

• Do we have a common 
understanding and consensus 
about what will be done?

• Is the operating plan (people, 
process, technology) aligned 
with the strategy?

Your Work Does 
Not End Here

• Address Risks (execute the plan)

• Monitor & Report on Risks

• Respond to Risks

• Continuous Improvement

A high-performing risk assessment capability helps an organization do more than just meet mandated requirements to 
conduct such assessments. Leading organizations are leveraging this capability to improve strategic planning, better 
address uncertainty, seize opportunities and allocate resources to the initiatives that matter most.
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SHAREHOLDERS

OPPORTUNITY

EMPLOYEES

From an oversight perspective, 
how do we know that risk is 
e�ectively managed?

Balanced risk 
and return.

Total shareholder 
return!!

How will we 
balance risk 
and reward?

What is the plan?  
How do I �t in?
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Some of these 
boundaries are 
mandated by 
laws, rules and 
regulations.

©2007 OCEG ®contact info@oceg.org for comments, reprints or licensing requests


